AMYP YTBEPXKJAIO . #
MUWHEPANC T'enepams 1M IpEK)

ﬁ A H. Baraesr
«20 » {" 4 2025 r.

PEI'TAMEHT UCIIOJIb30BAHUA
NH®OPMAIIMOHHBIX PECYPCOB
000 «Amyp Munepamc»

Tep. ManMsrxk, crp. 1
2025 r.



Copnep:xanne

1. OBIIUE ITIOJIOXKXEHUA I10 VIIPABJIEHUIO NHOOPMAIIMOHHON

BESOITACHOCTBIO. ... ...ttt 3
1.1, TepMUHEL, ONPEENCHIS B COKPAIIEHEIL. ............eeovereeereeeeeseeoeeoeeoeoeoo oo 3
1.2. Hasnavenwe u 00NMACT NEHCTBUSA PETTTAMEHTA ... 5
1.2.1. LIemb PEeraMEHTA ... ettt ettt er e 5
1.2.2. O6macTh MEHCTBHS PEITIAMEHTA. .. ....ovvvvoveoeeeeeeeee e 5
1.3, COOTBETCTBHE 3AKOHOIATEIBCTBY ......o..voeoeeeeeeee s 5
2. POJIM X OTBETCTBEHHOCTb 3A OBECIIEUEHUE NH®OPMAIIMOHHOMI

BE3OITACHOCT ...t eeeeee oo 6
2.1. 1IPEACTABUTENH KOHTPATCHTOB. .. -...covveeveereeoeeeeeeeseeeeses s ee e ees oo oo oo oo oo 6
2.2. Vupapnenue HHOPMAUHOHHONR GE3OMACHOCTH «.....veoeeeeeeoeeoeeooeooooooeoooooeoooooooooo 6
2.3.  Vipapnenue HHGOPMAUMORHBIX TEXHOTOTHH ......... e rveeeeooeesoeooooooooooooooooooooooooooooooooo 6
24.  Tlonpasnenenue-Kyparop OBImECTBA, OTBETCTBEHHOE 32 3aKTIOUCHHIE IIOTOBOPA .......coceent <.n......0
2.5. OTBETCTBEHHOCTH 32 HEHCIIOMHEHHE PELIIAMEHTA. .......e.oeooeoeoeoooooooooooo 7
3. OCHOBHBIE TPEBOBAHUS MTHOOPMAIIMOHHOUN BE3OTIACHOCT ..o 8
3.1. TpeGoBaHus K YIPaBICHAIO YAETHBIMY 3AMHCSIMHE [TOTB30BATEIEH ..o 8
3.2. TpeGOBAHUS K HAPOTBHON SAIIHTE .............eoeeereeeees e 8
3.3.  Tpe6oBaHus 10 HCIIOTH30BAHMIO TEXHOMOTHIL YAQIEHHOTO JOCTYIIA .....eeeenreeenreeeenreeenieeesaeesennnnnn 9
3.4.  Tpe6oanus no husmyecKoit 6e30MaCHOCTH TTOMENTEHHMI 00paboTKy HHYOPMAIIHH ..................... 10
3.5. TpeGoBaHus 110 HCIONB30BAHUIO UT-undpacTpyKTYpsL OGIIECTBA. ... 10
3.6.  TpeGoBaHWUS [0 UCTIOTB30BAHUIO CHEMHBIX HOCHTE/IEH 1 TIOPTaTHUBHBIX YCTPOUCTB...................... 11
3.7.  TpeboBaHus M0 HCHOTE30BAHUIO OOIATHEIX CEPBIICOB, : : w555 55555554 1rememmesanesses semmes soemmessyssnesnsonsssnssns 12
3.8.  TpeboBaHms 10 3aIUTE OT BPEIOHOCHOTO IPOrPAMMHOTO OOECHIEUCHHS ... 12
3.9.  TpeboBaHHS K BEIIONHEHHUIO PabOT Ha CETEBOM UHQPACTPYKType OBIIECTBA ............oceeeee..... 13
3.10.  TpeboBanus k 06PaGOTKE HEPCOHATBHBIX JAHEBIX. .. cvve.veoeeerreeseeeoeoeooeoooooooooooeoeooeooooeooooe 13
TIDHIMOMKEHEE ..ot 15



1. OBIIME ITOJIOKEHMS 110 YIIPABJEHHIO NMH®OPMAIIMOHHOM
BE3OIIACHOCTBIO

1.1.  TepmmuHbI, onpeae/IeHHs U COKPANIEHHS

Tepmun Onpenenenue
AKTUB IIponsBONBHE  OOBEKT, NPEAMET WM CyNIHOCTh, KOTOPBIE HMEFOT
TDOTCHITHAILHYIO WK (haKTHUIECKYIO IIEHHOCTH st ObImecTBa
Wuadopmannonssi PasHOBHIHOCTS  aKTHBa, mpeAcTaBILmOmAas coboif MHGOpMANMIO Ha
pecype MaTepHaIbHOM HOCHTEJIE
AnvuaECTpaTop Pabortauk  OOImTecTBa, HaNeNeHHBIH paBaMu aJIMMHHUCTPUPOBAHUS

HH(OPMAIHOHHEIX aKTHBOB, B O0A3aHHOCTH KOTOPOTO BXOST HOJIEePKKa
HEOOXOIMMBIX  3alUTHBIX Mep M  O0ECHeYeHHWe  HUCIOIb30BAHUS
HH(OPMAIHOHHOTO PECypca B COOTBETCTBHY C TPeOOBAHUSIMY BIAeTbIeR
9THX PECYpPCOB

busnec-mporecc (BII)

Cucrema II0CJIEA0OBATENHHOIA, LieJIEHANPaBICHHOR JIEATEIILHOCTH,
HE0OXOMMMOH JUIT OCyIecTBIeH s Ou3HeC-TOTpebHOCTEH OB6ImecTa

6e3omacHocTs (UB)

Brnagenen PaGotHuk OOImecTBa, HAaNETCHHBIH IOIHOMOYMIMH W OTBEYANOIIHH 3a

HHPOPMAIHOHHOTO YTBEPXKJICHHE IIpaB IOCTylla K aKTUBY B COOTBETCTBHU C IIPHHITUIIOM

pecypca (akTuBa) IPOM3BOICTBEHHOM HEOOX0UMOCTH

Bpenonocuoe 10 Kommsiotepras mporpaMma nu6o HHas KOMIBIOTEPHAS HHbOPMAITHS,
3aBEIOMO NPEHA3HAYCHHbIE I HECAHKIIMOHMPOBAHHOIO YHUYTOXKEHHUS,
OIIOKHMPOBaHWST, MOIM(DHUKALAH, KOMAPOBAHUS KOMITLIOTEPHOM HH(pOpMAHH
WM HEHTPAIM3AIiK CPEICTB 3aITUThH KOMIBIOTEPHON HH(OPMAIIK

Jemunurapru3zoBannas CerMeHT BBIMMCTUTENHHON CETH, SBHO BBUICTECHHBIN I pasMEIICHHS

30Ha (JIM3) CCPBHCOB, OTBEHAOMIUX Ha 3aPOCEI U3 ceTu VIHTepHET, U OTpaHHyYeHHBIH B
JOCTYIE K OCHOBHBIM CEIMEHTAM CETH C IOMOIIBIO MEXCETEBOr0 SKpaHa

JlocTynmHOCTh CeoiicTBO MH(OpPMANHE, KOTOPOE XapaKTEpHU3yeTcs obecledeHneM

rHGOpMAaIHH OECIIPEIITCTBEHHOTO M CBOEGBPEMEHHOLO [OCTYNa K HEH CyOBEKTOB,
HMEIOIIUX HA 3TO MOJHOMOYHMS.

Wudopmanmonnas Cocrosiure 3amuImeHHOCTH wuHTEpecoB (meneif) O6ImmecTsa OT yTpo3

B HH(QOpPMaNMOHHOH chepe, a Takke COXpaHEHHE KOH(DUICHINATIEHOCTH,
[ETIOCTHOCTH ¥ JOCTYIHOCTH HH(pOPMALUH

Wudopmanmonnsie
texnosoruu (UT)

IIpomeccsl,  MeTomsl  IOHCKa, cOopa,  xpaHeHms, 00paboOTKH,
OPEIOCTaBICHUS,  PAaCHpPOCTpaHEHUS  WHPOpPMANMH H  CIOCOOBI
OCYIIIECTBIIEHHUS TAKUX MPOIECCOB M METOIOB

Wunmnent
UHGOPMAIIMOHHOR
Oe3omacHOCTH

OmHO WM HECKONBKO HEKENATeNbHBIX COOBITHIA HH()OPMAIHOHHOM
0e30macHOCTH, ¢ KOTOPHIMH CBS3aHA BEPOSTHOCTh HAHECEHHS ymepba
AOCTYIHOCTH, IIEJIOCTHOCTH WM KOH(QHUACHIUATFHOCTH HHGOPMAIHH,
XpaHUMOM © 00paOaTblBaeMOWl B JIOKAIBHOH BEMYHCIHATENBHON CETH
ObmecTBa

HT-nadpactpykrypa

CoBOKyIHOCTE HH(bOPMAIHOHHBIX TEXHONOTHE U TEXHHYECKHX CPEJICTS,
ofecIeYMBAIOMUX XpaHeH:e, 06paboTKy | Mepenady HHGOpMAuH

KomMmepuaeckas Taiina

Pexum  xoHQuIeHIManBHOCTH  HHDOPMAIAH, IMO3BOIMIONTHH  ee
obnamaTento IPH CYIIECTBYIOMIAX HIM BO3MOXHBIX OOCTOSTEIHCTBAX
YBEIMIUTE JIOXOIbI, H30€XaTh HEONPABIAHHEIX DACXOIOB, COXPAHUTH
[OTIOXKEHUE HA DBIHKES TOBApOB, DPAabOT, YCIYT WIM IIOJYYATH HHYIO
KOMMEPYECKYIO BBITOLIY

Kontpareut

IOpunuaeckoe  wmm  Qusmueckoe  nmio,  memomesyiomee M-
uappactpykrypy OOO «Amyp Musepascy Ipa HCIOTHESHAN IPaXIaHCKO-
IPAaBOBOTO JOrOBOPa (HOIPAMYMK, IOCTABIWK, IAPTHEP, KOHCYIbTAHT,
CTaXXep, IPAKTUKAHT U T. [I.)




Kondunenmumansaocts

CpoiicTBO HWH(pOpMAIMH, KOTOPOE XapaKTEPH3yeTCs COXPAHEHHEM ee

uH(opMaIHH B TaifHe OT CyOBEKTOB, He MMEOIIUX MPaB Ha JOCTYH K Heit

JlokambHast Yacte UT-umdpactpykrypsl OOImecTBa, ucmons3yemas s Hepenaund
BEIUMCIIUTENTHHAS CETh uHbOpManHH

UIBC)

MesxceTeBoii skpaH,
Firewall

IlporpamMmubIi ~ HIE ~ [IpOrpaMMHO-anmmapaTHeA  smemenT  JIBC,
OCYINECTBILIOMUH KOHTPOJIb U (DUIBTPAUIO IPOXOMIAIIErO Yepe3 HEro
CeTeBOro Tpad¥Ka B COOTBETCTBHY C 33 [aHHBIMU IPABUIIAMHI

Hapymmurens CyObeKT, peamm3yrommuii yrpo3sl HHPOPMAIHOHHON 6E30MaCHOCTH

HCI HecaHKIIMOHMPOBAHHEIH HOCTYI

HOII HexpamuoumupoBanHas 3J1eKTpOHHAS OIIHCH

O6mectBo 000 «Amyp Munepainc»

Onepanuonnas cucrema | KoMIekc — B3aUMOCBSI3aHHBIX — IIPOTpaMM, — [PENHA3HAYCHHBIX IS

(00) YIPaBICHUS pecypcaMd KOMIIBIOTepa U OpraHM3alliyd B3aUMOIEHCTBUS C
IIOJIb30BaTEIEM

[Tapomns CpezcTBO MpOBEPKH JTHMYHOCTH MOJIB30BATENs U JOCTYHA K pecypcam
JIBC, obecneunBaromee HACHTHGUKANMIO ¥ ayTeHTHDHUKAIHIIO HA OCHOBE
CBEJICHHM, U3BECTHBIX TOJHKO MOJIB30BATEIO

IIporpammuoe IIporpamma it MHOKECTBO IIPOTPAMM, HCIONB3YEMBIX VIS YIIPABICHHS

obecneuenue (I10) O9BM

Iomituka IlomuTuka HH(OPMAITHOHHOH 0e30acHOCTH, YTBEpXKIECHHASI
Pyxosogurenem OO0 «Amyp Munepaincy

ITonp30oBaress JIuno, rpyma JUI WM OpraHU3alys, UCTIOMb3YIONMEe HHPOPMALIHOHHbIE
akTHBEI OOIIECTBA B IIENSX PELICHHUS 33/1a4, OTHECEHHBIX K MX KOMIICTCHITAN

[1911 IIpocTas 3nmeKTpoHHAS IOIHUCE

Permament Pernament wcrnonp3opanms HHGOPMANHOHHEIX pecypcoB 000 «Amyp
MuHepancy (TaHHBIH TOKYMEHT)

Puck nadopmanuonnoi | CobeiTue HH()OpPMAMOHHOM Oe30macHOCTH, HMeroIee IiBe

Oe3omacHOCTH XapaKTEPUCTUKU: BEPOSITHOCTE HACTYILIIEHUS COOBITHS U YIIEepO BCIIECTBUE
HACTYIUICHHS 3TOTO COOBITHS

C3n CpencTra 3amuThl HHGOPMALH

CK3U1 Cpencrea KpunTOrpahIecKoil 3aIuThl HKHPOPMAITHH

Vrposza DaKTOp WK COBOKYITHOCTH (paKTOPOB, CO3/AIOIIMX ONACHOCTH HAPYIICHHS

UH()OPMAITHOHHOM HETOCTHOCTH, ZOCTYIIHOCTHU U (MJIK) KOHOHUICHINATEHOCTH UHPOPMAIHH

Oe3omacHoCTH

YUb Ympaprnenue wWHOOPMANMOHHOM —GE30MaCHOCTH  KOMIIAHHH-TIAPTHEDA,
okaspiBaromern OOmecTBy Ha OCHOBAHHH JOrOBOPa KOHCYJIBTAIOHHEBIE
YCIIyTU B 061acTH MHGOPMAIIMOHHON 6€30IaCHOCTH

YUT CooTBeTCTBYIOIME MOAPA3IEICHHAS KOMIAHUU-IAPTHEPA, OKA3HIBAIOIIEH]
OO0wecTBy Ha OCHOBAHHM [JOIOBOPA YCIYTH B 0OJACTH HH(MOPMALHOHHEX]
TEXHOJIOT U

Vs3BUMOCTE Craboe MecTo B HH(POPMAIMOHHON CHCTEME, KOTOPOE MOXKET IPHBECTH
K HapyICHUIO LEIOCTHOCTH, MOCTYIHOCTH WIH KOH(HIECHIHMATLHOCTH
uHpOpMAIHH

IemocTHOCTH CpolicTBO HH(OpMANUM, KOTOPOE XapakTepH3yeTcsl obecledeHmeM ee

uHbopMarum JIOCTOBEPHOCTH U TOJHOTHI

Security informationand | Kiracc mporpaMMHBIX MPOAYKTOB, HpeIHA3HAYECHHBIX IS cOopa u anasusa

event management
(SIEM)

HHGOPMAIIH 0 COOBITHAX O6E30aCHOCTH




RAID W30BITOYHBI  MAacCCHB HE3aBUCHMBIX  (CAMOCTOSTEIBHBIX) [HCKOB —
TEXHOJIOTHSI BUPTYyalU3allMd [NAHHBIX U1 OOBEOUHEHHS HECKOIBKIX
(DU3AIECKMX TUCKOBBIX YCTPOMCTB B JTOTMYECKHH MOLYIIb IS IOBBITEHHS
OTKa30YCTOMYMBOCTH ¥/WJIH IPOM3BOAUTEIHHOCTH

RAT YTHIUTE yaleHHOTO YIPaBICHHUs (8 MAHECTPHPOBAHILS)

VLAN (BupryansHas Texuonorusi, mo3BoOISIOIAs IPOU3BECTH TPYHIHUPOBKY HECKOIBKAX CHCTEM
JIOKaJIbHAasI B BBIICNICHHYIO CETh 0€3 QU3MIECKOTO OTMENEHHs STUX CHCTEM OT OOmIe
KOMITBIOTEPHAS CETh) CETH

VPN (BupryansHas Teppuropranbho pacmpereneHHas KOPHOPAaTHBHAS JIOTHYECKAs CeTh,
4acTHas CeTh) cosmaBaeMas Ha 0ase yXe CYINECTBYIONIHX - CeTed (JIOKaIbHBIX

KOPIIOPaTHUBHBIX CETEBBIX CTPYKTYp, CETEH CBS3U OOIIEro IMONIB30BAHWS,
ceTd HHTepHET, ceTefl CBS3M ONEPATOPOB CBSA3H), MMEIONIAS CXOIHBLA
C OCHOBHOM CETBIO HAa0Op YCIyr M OTIMYAOIAsCS BBICOKAM YPOBHEM
3aIUTHI JAHHBIX

1.2. Ha3nauenwme u 06acTh neiicteus Periiamenta
1.2.1. Hens PermamenTa

Lemnsro PernamenTa sBIseTCs UCIIONHEHNE TOI0XKeHu#H [[0MTHKHA UH(POPMAIMOHHON O6€30II1aCHOCTH
B HaCTH PEryIMpoBaHus HCIob30Banus M T-undpactpykTypsr OGuiecTBa KORTpareHTaMH.

Pernament paspabotan ¢ yderom TpeGoBaHHE 3aKOHOIATENHCTBA, MEXIYHAPOTHBIX U
HAITMOHAIBHBIX CTAHIAPTOB, & TAKJKe JIYYIIUX IPAKTUK B 06nacTi HHGOPMAITMOHHOM 6e30IaCHOCTH.

Tpebosanua nanEOrO Permamenta MOryT GBITH YCHIICHBI HUTH OCTAGIEHE B KAXKIOM KOHKPETHOM
CIry9ae Ha OCHOBE pe3yIbTaToB OleHKU puckoB b padotauxamu YUB.

1.2.2. OGnacTts netictBus PernamenTa

Hacrosmmit PermameHT mpumensercs Ha ypoBHe O6IiecTsa u DU B3aMMOJICUCTBHH C
KOHTpareHTamMu, ucnonssyromumu U T-undpactpykrypy O6mecTsa.

TpeboBanus PernmamenTa sSBIAIOTCS 0OS3aTENBHBIMEA IS HCIIOTHEHHS KOHTPareHTaMHu B MEPHOJ
ucrons3oBanust MT-ungpacTpykrypsl O6mectBa. COOTBETCTBYIOIIHE IONOXEHHS NOKHE OBITH
BKJIFOYCHEI B 00513aTENBCTBA KOHTPAreHTa I10 0TOBOPY (IPHITOKEHHIE).

Tpebosanus manHOrO Pernamenta mpuMeHSIOTCS KO BCEM TEXHOIOTHSM, KOMIIBIOTEPHOM TEXHHUKE,
CETAM, NPHUIOXKCHUAM, aBTOMAaTH3HPOBAHHBIM M ONEPalMOHHEIM cucTeMaM OOImecTsa, K IpoIeccam
aIMUHHACTPUPOBAHMUS, COIIPOBOKICHUS 1 MCIIONIB30BaHU HHOOpMAIMOHHEIX crcTeM ObrmecTra. -

HWcnone3oBanne wWHPOPMANMOHHLIX AKTHBOB OOmecTBa, BHE 3aBUCHMOCTH OT IICJNH,
aBTOMATHYCCKH HAK/Ia/IbIBAET OTBETCTBCHHOCTH IO COONIOACHMIO TPeOOBaHWM, NpEXyCMOTPEHHBIX
IMaHHBIM PermamenTom.

1.3. CooTBeTcTBHE 3aKOHOIATEILCTRY

1.3.1. [lesitenbHOCTh  KOHTpareHTa 0O OOECTEYeHMI0 HH(OPMAIHOHHON O€30MaCHOCTH TOIDKHA
COOTBETCTBOBATH TPEOOBAHUAM JEHCTBYIOIIETO 3aKOHOIATEILCTRA.

1.3.2. KoHTpareHT NODKEH NMETH COOTBETCTBYIOLINE THIEH3UM Ha BEIBI NEATETBHOCTH 110 o0paboTke u
3aIUTe WHOOPMALME, ONpEIeIeHHbIC NeHCTBYIOIMM 3aKOHOIATEIBCTBOM KakK TIOUTEIKALITHE
JIMIEH3UPOBAHUIO. -

1.3.3. Hcnonp3oBanue KOHTPareHTOM 00BEKTOB aBTOPCKOTO TIpaBa I HHTEJUIEKTYaIbHOU COOCTBEHHOCTH
AOIIyCKACTCS TOJNBKO IPH HATMYMM HCKIFOYMTENBHBIX IIPAaB KM HAa OCHOBAHUM M B PaMKax
JHIIEH3WOHHBIX COIIAIIEHUH C UX MPABOOOIIANaTESIMA.

1.3.4. ObpaboTka mepCOHANBHBIX NAHHBIX NOJDKHA OCYIECTBIATHCS KOHTPATCHTOM B COOTBETCTBHE
C TPeOOBAHWAMK NEHCTBYIOMEro 3aKOHOJATENBCTBA B 3AKTIOYEHHOTO JOTOBODA.



1.3.5. VMEpOopManUOHHBIE CHCTEMBI KOHTPAreHTa MOJDKHEI PEryIApHO TIPOBEPSATHCS HA MPEOMET

2.1.

2.2,

2.3.

COOTBETCTBHUsI TpeboBanuaM ObmmecTBa B 061acTi HHPOPMAIMOHHON GE30MaCHOCTH.

POJIX 1 OTBETCTBEHHOCTH 3A OBECTIEYEHUE WH®OPMAIIMOHHO
BE3OIIACHOCTH

IIpencTraBuTe M KOHTPATeHTOB

KoHTpareHTEI B paMKax HCIIOJIHEHHs TpeGoBanuit PeriaMeHTa HECYT OTBETCTBEHHOCTD 32:
O3HaKOMJICHHE IIOTIMHCHHBIX PaOOTHHKOB, HCIIOJHUTENEH ¢ TpeGoBanmsamy PernaMenra;
BBINOJIHEHHE TpeOoBanwmit Permamenta;

KOHTPOJIb BBIIOTHEHHS IO TYMHCHHBIMA paOOTHUKAMH, HCIIOJIHUTEIAMHA TpeOoBanuii Pernaventa;
conericTBre npescTapuTensM OOIMECTBa B CIy»KeOHBIX PACCIENOBAHUAX 1O (GAKTAM HAPYIICHHS
TpeboBanuii Ub;

CBOEBPEMEHHOE IIPEAOCTABIICHHE TPEOYEMBIX JOKYMEHTOB U HHOM MH()OPMAIMHY YIIOTHOMOYCHHBIM
npencrasurensiM OO0ImecTBa.

Yupapaesne Ha(opMannoHHoii 6€30IaCHOCTH

Paboraukn YUB B pamMkax ucrnonHenws TpeGoBanmi PeraMeHTa HeCyT OTBETCTBEHEOCTS 3a:
COTIIaCOBaHME NOCTyIa IPe/ICTaBUTEsIM KOHTpareHToB K U T-mHbpacTpykType OOmiecTBa;
Pa3paboTKy Mep, HOPMATHBHBIX JOKYMEGHTOB M TEXHMYECKHX DEIICHHH, HAIPABICHHBIX HA
MUHUMU3ANUIo puckos Ub;

ureHTAUKANHIO 1 adamu3 yrpo3 UB, uctounmkos yrpos UB, ys3BaMocTei TH()OPMAIMOHHEIX
PeCYpCOB, PUCKOB peanusanuu yrpo3 Ub;

MOHHUTOPHHT JXYPHAIIOB HH(DOPMAIIOHHOH 6€30IacHOCTH (FKYPHAIIOB CETEBBIX COOBITHIA, NeHCTRIIA
[ONb30BATENEH H aIMHHHCTPATOPOB HH(OPMAIMOHHEIX CHCTEM, JKYyPHATOB AHTHBHPYCHBIX
npuwioxeruit), SIEM-cucreMm U T. I.;

BBIABIICHUE, OPTAHHU3ALUIO PACCIENOBAHNUS U THKBHIALUIO HHIMIEHTOB Ub;

KOHTPOJIb HCIIONHCHMS IIPENCTaBUTENAMU KOHTPAareHTOB TpeOoBammi PeriameHTa W HWHBIX
HOpPMaTHBHBIX JOKyMeHTOB OO1mecTBa B 061actu Ub;

COTIIaCOBaHHUE UCKIFOUCHUH U3 00acTy AefcTBrs [IoMuTHKY HHPOPMAOHHOM G€30MaCHOCTH
OCYIIECTBIIEHNE KOMMYHHUKAIIMU ¢ KOHTpareHTaMu mo Bompocam Mb ot umenn OOrecTra.

YnpagiieHne HHGOPMANUOHHBIX TEXHOIOT Wil

Paborhukn YUT B pamkax wcnonHeHus TpeboBanuii PermaMeHTa HECYT OTBETCTBEHHOCTE 3a:
IPEAOCTABICHHE KOHTpareHTaM poctyna k UT-madpactpyxrype OOmecTBa mocne monydeHHs
corntacoBanus YUB;

kouduryparuro M T-axtrBoB ObIecTBa B COOTBETCTBHH ¢ TpeGopamusmu UB;

peanu3anmio TpeOoBaHUH HWHYOPMANMOHHOK GesomacHocTH B WT-TPoeKTax IO pasBHTHIO
HH(QOPMAIOHHON HH(PACTPYKTYPBL, @ TAKXKe MO paspabOTKe M BHENPESHHIIO UHPOPMAITMOHHEIX
CHCTEM;

peau3auo KOPPEKTUPYIOIUX MEPOIIPUATHH IO pe3ynbTaTtaM ayura Ub;

IPENOCTABICHAE TPEOYEeMBIX NOKYMEHTOB M HH(OPMALHE Ul HPOBEIEHHS HICHTHDUKAINA
4 onieHku puckoB Ub;

CONCUCTBHUE B PACCIIEIOBAHUY HHIUICHTOB HHPOPMAIMOHHON 6€30acHOCTH.



24. Tlompa3znenenne-xkyparop O0mecTBa, 0TBETCTBEHHOE 32 3aK/II0YCHHE J0roBOpa

PykoBosmTens monpasieneHns-Kyparopa i OTBETCTBEHHBIE HCIOIHATENH [0 OFOBOPY B DAMKAX
UCHONHEHU TpeboBaHuii PermaMenTa HECYT OTBETCTBEHHOCTH 3a:

° BKIIIOYCHHE ITOJIOXKEHHH O COOMIONECHMM TpeOoBaHWM PermaMeHTa M OTBETCTBEHHOCTH 334 HX
HapyIIeHHe (B COOTBETCTBHY C IIPHIOKEHHUEM) BO BCE IOTOBOPEI, IOIOIHHTEIbHBIE COTIAIEHAS 1
HHBIC TOKYMEHTBI, YCTaHABIIMBAOIINE KOMMEPIECKHE OTHOIICHHUS CTOPOH, €CIIU B3aUMOJICHCTBHE
CTOpPOH mpeAmonaraeT moiydeHume mgoctyma Kk HMT-urbpactpykrype OOmecTsa B KakoM-Tu60
Bane (UpHOBITME TIPEACTABHTENS KOHTpareHTa Ha 00BekT OBImecTsa A IIPOBEIEHUSI
paboT, IoTy4eHre yAAIeHHOTO JOCTYIA | T. 11.).

2.5. OTBercTBEHHOCTH 32 HeucHoIHenue PernaMenta

Hapymenue xontparentoM TpeGoBanmii PeriameHTa MOXeT GBITH BEID&XEHO Kak B (opme
JIEUCTBUS, TaK U OE30CHCTRHUL.

Hapymenne wunm HeBBINONHEHWE KOHTPareHTOM TpeGOBaHMi  PermameHTa  SBIISETCS
HCHA[UIOKAIMM HCIIOJIHEHUEM TOTOBOPHBIX 0043aTE€NBbCTB U BICYET 3a COOOH IIOCIENCTBHUS B BHIE
IIPUMCHEHHS K KOHTPAareHTy CaHKI[UH, 2 AMEHHO: :

° IPENOCTEPEKEHU (TpeOOBAHHUS IIPEKPATHTh HAPYIIEHHE IIONOXEHWH PerjamMenTa B CPOK,

yKasaHHbIH O01mecTBOM); .

o mTpada B pasmepe 200000 (mBectr Thicsa) pybieit 3a Kaxpii (akxt HapyIICHUS WJIH
HEBBIIOJIHEHNS TpeOoBaHuit Pernamenra;

o PacCTOPKEHHUS JOTOBOPA.

B cioydae HeBbmIONHEHMS TpeOOBaHHH NPENOCTEPEXNEHHS (HE YCTPAHEHHS BBIIBICHHOTO
HApyIIEHNs) B YKAa3aHHBIA CPOK, B CIydae BBIBICHUS MOBTOPHOTO HApPYIICHHS TPeOGOBAHMIA
Pernamenra, a taxoke B ciydae, KOraa ymep6, BEI3BaHHbIN JaHHBIM COOBITHEM, IIPEBBICUIT OJTUH
MHIUTHOH pybie#t, O6mecTBo BIpaBe B OZHOCTOPOHHEM BHECYNEOHOM MODSIKE OTKA3aThCS
OT HCIIOJIHEHMS JOTOBOpA, 3aKITOYEHHOIO C KOHTPAreHTOM, M IOTPEOOBaTh KOMIICHCAITHH
BBI3BAHHBIX IPEKPAMIEHHEM HOroBOpa YOBITKOB. JIOroBop OymeT cuMTaThCs HpEKPAITeHHBIM
C MOMEHTa HampaseHus OOIIECTBOM B a/[pec KOHTpareHTa YBEAOMIICHHS 06 OTKA3€ OT JOrOBODA;
° 3ampeTa NabHEHIIIX KOMMEPIECKHUX OTHOMEH ! ¢ O6ImecTBOM (BHECEHHE B IEPHBIH CITHCOKY).
Bun nprmenseMBIX CaHKIUH B KaXKOM CITydae OIpeIeNseTCs Ha OCHOBAHUE pemenusa ObmecTra
U B COOTBETCTBUM C MOJOKCHUAMH IOIOBOPOB, IOIOJHUTENBHBIX COITAICHHN W HHBIX JOKYMEHTOB,
PETIaMEHTUPYIOIIMX OTHOIIEHUS KoHTpareuTa u O0ecTsa.
B cmydae BeIiBIeHHS (akTa HApYIIEHHS I HEBBHIIONHEHHS TpeboBaHui Permamenta
corpynHuKamu YUb cocTaBiigercs akT, B KOTOPOM (UKCHPYIOTCS:

o JlaTa ¥ BpeMs HapyIICHHS,

o OIIMCAaHKE BBIIBICHHOTO COOBITHS;

° HOMepa TyHKTOB PermamenTa, KOTOpbIe OBLTH HAPYIIEHBI WM HE BEIIOTHCHEL
° JMII0, NOTYCTHUBIIEE HAPYIIEHNUE HITH HEBBINOIHEH E PernamenTa;

o CPOK YCTpaHEHH s BBISIBIIEHHOTO HAPYIIIECHNS,

° nocnencteus (ymepO), BEI3BaHHBIE JAHHLIM COOBITHEM;

o CaHKIHUL, KOTOpast OJIEXUT IPAMEHEHUIO K KOHTPAreHTy.

OK3eMIUIAPBI aKTa HAIpPaBISIOTCS KOHTPATeHTY M PYKOBOIUTENO noJpasAelIeHusI-Kyparopa,
OOmecTBOM TpEHEMAeTCS pELIeHWe O XapakTepe (BHAE) CAHKIMN B OTHONICHHH KOHTpareHTa,
JOIIyCTHBIIIErO HApyIIeHNUE WA HEBBITOMHEHNE PermaMenTa.

KoHTpareHnT 0653aH B CPOK, yKa3aHHBIH B aKTe, YCTPAHUTH BHISIBICHHDIE HapyILIEHUS U HATIPaBHUTh
B azipec OOmecTBa OTBET 00 YCTpaHEHHH HapyIueHus. HapyIleHne KOHTPAreHTOM TpeOOBaHUH aKTa B
4acTH CpOKa YCTPaHEHHs HApYIICHWS SBISETCA OCHOBAHHMEM [UI MpPUMEHEHHS APYTHX CAHKITHI B
COOTBETCTBHH ¢ PermamenTom.

B crnyuae npumenenus mrpadHbIX CaHKIMH CPOK OIUIATH cocTaBser 10 pabounx [Hel ¢ MOMeHTa
TIOIy4CHHS KOHTPAr€HTOM aKTa O BBIABICHHOM HapymieHwH. B cioydae orcyrcrBust omiartel mrpada



ObmectBo ocTaBiseT 3a COOOH IpaBO B OJHOCTOPOHHEM IIOPSAKE yAEPKaTh CymMMmy InTpada
IPH BHIIOJIHEHUH OILIATHI II0 JOTOBODY.

3.

3.1.

LW @ © e e o

3.2.

3.2.1.

OCHOBHBIE TPEFOBAHUA NH®OPMAIIMOHHOHN BE3OIIACHOCTH

TpeﬁoBaHm{ K YIIPABJACHHI YY€THHIMH 3alIHCAMHU noJib30BaTeJiei

Kanerii mosnp3oBaTeNh JODKEH HMETh OJUH YHHUKAIBHBIA HIEHTHGHUKATOp (JIOTHH), KOTOPHII
HCIIOTB3YETCA MM UL JOCTyna K MHQOPMAIUOHHBEIM aKTHBaM. YUeTHas 3aIlMCh MIOJIb30BaTeId,
co3maBaeMas I pabOTHI KOHTPATEHTOB, JOJKHA HMMETh OTPAHMUCHHBI CpOK [eHCTBHL,
cornacyemsii Y Ub. .
[Ipenocrapnenne MOCTYIa KOHTPAareHTOB K HH(pOPMAIMOHHBEIM akTuBaM OOINecTBAa IOJDKHO
BBIIOJIHATHCS HA OCHOBAHUY 3allpOCa PyKOBOJMTENA OPraHU3AlMK IIOCITE COTIACOBAHMS 3aIIpoca
pykoBoncteom YHDb. B maHHOM 3ampoce KOHTpareHT o0si3aH Ie€penaTh CIEAYIOIIUE CBEICHUS
0 pabOTHHKAX, [UI KOTOPBIX 3allpaIlldBAETCS JOCTYIL:

O.1N.0,;

JOJDKHOCTD;

aZpec DJIEKTPOHHOU MOYTHI;

KOHTaKTHBIA HOMeED TenedoHa;

OIIMCaHKE JOJDKHOCTHEIX 00s3aHHOCTEH / 000CHOBaHUE HEOOXOUMOCTH JOCTYIIA.

HeobxomumeIvM ycoBreM AJIs COTTacOBaHHUS JAOCTyIA K MH()OPMAIMOHHBIM akTHBaM OO6miecTBa
ABIICTCA IIPEABAPUTENbHOE MOMNKCaHue KoHTpareHToM CorlameHus O HepasIalleHun
koH(urennuansaol mHGopMaruu (NDA) mo dopme OOmecTBa, a Takke COTIACHe COOIIHOIATH
TpeOOBaHMs HACTOAIIETO PernamMenTa U HECTH OTBETCTBEHHOCT B CIIly4Yae HApYIIEHHs HOT0KESHHI
PernamenTa.

Pabora mone3oBareneit ¢ cucremamu JIBC momkHa MPOM3BOAMTECA TONBKO C HCIONB30BAHHEM
JOMEHHBIX YYCTHBIX 3amucell. VICKIIoueHneM SBISIOTCS CEPBUCHI, TE HCIOIL30BAHNE JOMEHHBIX
YIETHBIX 3allUCeH TEXHHYECKH HEBO3MOXKHO. 3allpeINaeTcsl UCTIOIb30BaAHNE JIOKAIBHEIX YYETHBIX
3allICeH IIOJb30BATENEHd, 3a HCKIIOYEHHEM CIydYaeB IpPOBEICHUS paboT IO HACTPOHKE WA
yCTpaHEHHUIO Henonaaok B padote I10. ‘

Kaxmeri mone3oBaTens 00s13aH OCYIIECTBIATH JOCTYN K MH(QOPMANHOHHBIM akTuBaM OfImecTBa
TOJIPKO C UCIIOJIb30BaHWEM JIMYHOM YUETHOH 3amucu. [lepenada moctyma k cBoe yUeTHOM 3amuch
JPYTHM JIAL[AM CTPOTO 3alpelieHa.

B o0meM ciygae HCIONB30BaHME IIpaB JIOKATBHOTO AIMUHHCTPATOpa HPENCTABHTEISIMH
KOHTPareHToB 3ampenieHo. [Ipapa moKansHOro agMUHHCTpaToOpa MOTYT OBITH BBIIAHBEI YYETHON
3aIIMCH TOJTb30BATENIL B CIIy4ae HaM4us IIPOU3BOJCTBEHHON HEOOXOAMMOCTH H IO COTTIACOBAHHUIO
c YUBb.

Hcnonb30BaHne «rOCTEBBIX» YISTHBIX 3allicell (YUeTHBIX 3amuceii 6e3 mapons) as goctyma xk UT-
HHQPACTPYKTYpe HE JOIYCKAETC.

JlocTyn ko BceM pecypcaM H CepBHCAM IIPENOCTABISIETCS B COOTBETCTBHH C MPHUHIIOM
MHHUMAIIBHOW HEOOXOTAMOCTH. ,

3ampemnaeTcs  CaMOCTOSATETbHOE  IOBBIIIEHHE IPUBHIETHE, a Takke WHBIE  METOJBI
HECaHKIIHOHUPOBAHHOTO PACIIUPEHUS TOCTYIIOB YUETHOM 3alUCH.

YdeTHas 3aIKCh I0IB30BATENS MOISKHUT OTKIIOYEHHUIO B CIIEAYIOMIMX CIIy4Yasx:

HaJIWYKe IPU3HAaKoB HHIMAeHTa Vb, 3aTparuBaromux mos30BaTels;

OTCYTCTBHE BX0JI0B B cepBucHl U T-uHppacTpykTypsr O0ImecTBa 3a MOCIEAHUE 2 MECSIIA;
YBEIOMIICHHE KOHTPareHTa O IPEKpaLeHUH TOCTYIIa €r0 MPEICTABUTEITIO;

3aBepIIEHKE PAOOT IO IPOEKTY, I KOTOPOTO BBIAABAJICS JOCTYIL.

TpeboBanus K HapoILHOM 3amUTE

IlepBoHaYaNbHBIN Hapolb K YYeTHOH 3amucu renepupyercs paboraukamu YUT u mepenaercs

koHTpareuty mo CMC, B 3alMINEHHBIX MECCEHIDKEPaX, TOJOCOBOM CBA3BIO JUOO HPH IMYHON
8



3.2.2.

3.2.3.
3.2.4.

3.255.

3.2.6.

3:2. 7.

3.2.8.

3.29.

3.2.10.

3.2.11.

3.2.12.

3.3.

BCTpEUC. 3anpemae’rcx nepeaada naponeﬁ 110 SHCKTpOHHOfI IIOYTEe MM Y€PE3 TPETbHX JIHIIL.
[Toms30BaTeNnb 00I3aH CMEHUTE HOHY‘IeHHHﬁ I1apoJib IpH IIE€PBOM BXOJEC B CUCTEMY.

[1apoIts K y9eTHOR 3allUCH IIOIB30BATENS JOJDKEH YIOBIETBOPATE CIIEAYIOIIUM TPEOOBAHMSAM:
JUITMHA He MeHee 12 CUMBOJIOB;

JOJDKEH COJIEPKAaTh 3arjJaBHbIE U CTPOYHBIE OYKBBI, HUGPHL, a TAKKE CHECIUATBHEIE CHMBOJIBL:
(@#8% &*()-_+=~[1{}I\:5'"<>,.2));

HE JOJDKEH COBIANaTh CO CIOBApHBIMU CIIOBAMH, a TaKXKe CONEPKATh JIMYHBIC TaHHBIE
TMOJIB30BATEIIS, KOTOPEIE OBI IIO3BOJIANIN BEIYHUCIUTE 3HAYCHHUE TAPOJISL, HAIIPUMED:

0 @. Y. O., HoMepa TeneOHOB, TaMATHBIE JATHI (IHH POXKICHHS U T. 1.);

0 MOCIIEIOBATEIIHHO PACIOIOKEHHBIE Ha KiIaBUaType CUMBOIEI («12345678», « QWERTY »,
UT. I.); _

o) obmenpunsAThie TepMuHEL B cokpammenus (K(USER», « TEST», «KADMIN» u T. 11.);

apoJb He JODKEH COBIANATh C IOCIEN0BATEIFHOCTIMEA CHMBOJIOB, HCIIOJIB30BAHHLIX B KAYECTBE
10 mpenpInyIUX Mapoei ons30BaTeNs K JOMEHHOM YIETHOMN 3aIllCH;

Iapoiab K JOMEHHOM Y4YETHOM 3amuCH HE OJDKEH COBIAHATh C IAPOJIAMHE, HCIOIB3YEMBIMA
IIOJIb30BaTeNIeM /IS TOCTyIIa K IPYyIMM CHCTeMaM (HampuMep, qoManmHui MHTepHer, OeciuiaTHas
3IEKTPOHHAS II0UTa, GOPYMEI U T. I1.). ,

Cmena maposeit TOJDKHA TPOU3BOAUTECS HE PEXE OJHOTO pasa B 90 mHei.

B cmywsae BBOma HempaBmisHOro mapois 10 pa3 mOOpAN ydYETHAs 3amUCh IONB30BATENSI
OJIOKHpPYeTCs IO PACCMOTPEHHUS IPHUIKH OIOKUPOBKH paboTHuKamu YD,

[Tonp3oBaTenam 3ampelnaeTcs Mepefada Mapoiiedl OT CBOMX YYETHBIX 3alMCEH TPETHUM JHIAM
B KaKOM-TT00 BUJIE.

3anpemaercs XpaHUTh NApOIH (CepTUGUKATEL, KITFOUH JOCTYIIA U T. [.) Ha OYMa)kKHBIX HOCHTENIAX
Ha 3JICKTPOHHBIX HOCHTEIAX B OTKPBITOM BHJE, T. €. 0€3 UCIIOIB30BaHUS CPEACTB MU(PPOBAHHUS, B
YaCTHOCTH, 3alPEIEHO XPaHEHUE apoJiel B TEKCTOBBIX (aiiiax U JOKYMEHTaX.

3anpemtaercs nepenasaTh Hapou (CepTUGUKATEL, KIFOYM JOCTYIA U T. 1I.) B OTKPLITOM BHJE, T. €.
0e3 UCIOIb30BaHUs CPEJICTB MH(BPOBAHUS, B YACTHOCTH, CTPOTO 3allpellieHa Iepefada maponei
B TEKCTE COOOIIEHUH 3IEKTPOHHOM TOYTEL

B cmyuae wmcmomesoBarms IIO0 wnmm  o6GopymoBaHMs, KOTOPOE IIOCTaBISETCI BMECTE CO
CTaHNAPTHBIMH [APOJIAMM, 3aJaHHBIMH IIPOM3BOJUTENEM, YIIOTHOMOYEHHEIC MPEICTABUTENN
KOHTpareHTa W3MEHSIOT TaKhe Mapojy Ha CIy4alHO CIeHEPHPOBAHHBIC W YIOBIETBOPSIOLIME
TpeboBanuam Wb, mocite gero coo0maroT naposk ymoaIHoOMOYeHHEM paboTarkam YUT.
Pexomennyercs XpaHuTs napony B crenuamusuposanEom [10 (MeHeKepax mapojieif), HanpuMmep,
KeePass.

3ampelnaeTcs HCHONB30BaTh IApONH B AHKETHBIX ONMpOCaX, HameKkaTh Ha (opMaT mapoiei,
Ha3bplBaTh WX B IPHUCYTCTBHH IIOCTOPOHHHX IIMI[, OTBEYATh Ha JFOOBIC 3allPOCHl B OTHOLIEHUH
IIapoJieH, a TaKk)Ke BBOJUTE ITAPOJIH OT CIyXeOHBIX YUETHBIX 3allUceil Ha KaKuX-IHOO CTOPOHHUX
pecypcax.

TTomp30BaTeNsM 3aIIpemaeTcs yCTaHABIMBATh M HCIIONIB30BaTh OIMHAKOBEIE IAPOIIH UL OCTYIIA K
pasmuuHEIM MHQOPMANMOHHEIM akTiBaM OOINeCTBa, 3a MCKIIOUEHHEM CIyd4aeB HCIIOIb30BAHUSL
€IMHOH (IOMEHHOMN) YUeTHOM 3aIluCH.

JJ1s1 CHYDKEHMS. pUCKOB BO3HUKHOBEHHUS MHIMAEHTOB 1B mons30BaTeny 00s3aHbL;

B Clly4ae MOMO3PEHHUS HA TO, YTO IIApOJb OT YYETHOH 3alUCH CTal W3BECTCH TPETHUM JIHIAM,
HE3aMEeITUTETIbHOM IOMEHATH I1apOJIb U COOOIUTE O BO3MOXKHOM (pakTe KOMIPOMETAIIUH YUETHOM
3amucu B YHD, a Taxke cBoOeMy HEOCPEICTBEHHOMY PYKOBOIUTEIO;

B ClIydae IIONIy4eHHMs OT KOro-mubo IpOockOBI COOOMIMTH MApoib OT YYETHOHW 3aIuch
HE3aMeUIUTEIBHO COOOIMHUTE 0 ciryuuBIiemcs B YUDB;

He3aMeIJTUTeTIFHO MEHATE [1apOJb K CBOEH yd4eTHOH 3amucu o tpeboBanmo YHb.

TpeboBanus 10 HCIOIH30BAHAIO TEXHOJIOTHI YIAJIEHHOI0 JOCTYNA

YianeHHBI TOCTYI HpENOCTaBISETCS KOHTPareHTaM HAa OCHOBAHME 3aIpoca PYKOBOIMTEILI
OpraHHW3all{ TOCIe COIrNacoBaHHusA 3ampoca pykoBoacTBoM YUB. 3ampoc momkeH comepkars
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3.33.

3.3.5.

3.3.6.
3.3.7:

3.3.8.

34.

3.4.1.

34.2.

3.4.3.

3.5.

3.5.1.

3.5.2.

o0ocHOBaHUE HEOOXOIUMOCTH YAQJICHHOTO JOCTYyIIa JJIsI KaXXJI0T'O IIOJIE30BATEIIA.

Bce ynanennsie nonkmouerns kK JIBC OOmiecTBa JOKHBEL OCYLIECTBISTECS ¢ HCIONG30BAHAEM
texHosmoruu VPN, noctymaeix mporokosoB IPSec, L2TP over IPSec mmm SSL. JlomxHa
obecnieunBaTbca IBYX(DaKTOpHas ayTEHTHU(UKAI¥s I[OAB30BATENEH NPH YIAIEHHOM IOCTYIIE
k JIBC ¢ ucnonp30BaHUEM 3aIIUINEHHBIX IPOTOKOJIOB aBTOPU3AIIMA.

VYOaneHHBIH [JOCTYyH IPeNOCTaBIACTCS IIOJB30BATENSIM B COOTBETCTBHH C HPHHIIUIIOM
MUHUMAJIBHONH HEOOXOTUMOCTH.

Ilpy mpemocTaBleHUH YHAICHHOTO HOCTYIa [UI KAKIOTO IONB30BATENS WA TPYIIIEL
HOJIb30BaTeNel JOIDKHA OBITH HACTPOCHA IIONUTHKA O€30IMaCHOCTH, OMpeIeiIsrolast TepeTers
akTHBOB O0IIECTBA, K KOTOPHIM TIPEOCTaBIIOTCS HOCTYIL, K [IPaBa J0CTyIa.

Bce yctpoiicTBa, HCIONB3yeMble U YIAJICHHOTO JOCTYIA, MO/DKHBI MMETH CPENCTBA 3allUTEL
BKIIIOYAIOIIME aHTUBHUPYCHBIC DEIIEHHUS, MEXKCETEeBbIE JKpPaHBl, CHCTEMBI OOHAPYIKECHHUS
BTOPXKEHHH, a TaK)Ke CPEICTBA KOHTPOJIS IPUIIOKEHUH U YCTPOMCTB.

3anpelmaercs epeaBarh yIpapieHue yIaTeHHBIM COEIAHEHUEM TPETHHM JIHLIAM.

VnanenHoe ynpasieHHe paboOuMMy CTAHIMSIMA U cepBepamu, Haxomsmumucs B JIBC O6imectsa,
OCYIIECTBIIAETCA IPH MOMOINHX IpoTokoia RDP 1 cOOTBETCTBYIOMMX YTHIIUT, BXOIAIIUX B COCTAB
onmepanuoHHOW cucreMbl Microsoft Windows. J[ns Unix-momoOHBIX CHCTEM 00£3aTeIBHO
HCIIONIB30BaHue MpoTokoaa SSH ¢ aBropusamnueii mo cepTuduKary.

Crporo 3ampemaercs HCIONB30BAHME CTOPOHHHX YTHIAT YIQICHHOIO aJIMHHHCTPAPOBAHK
(RAT), takmx xak TeamViewer, RemoteUtilities, RMS, RAdmin, AmmyyAdmin u T. m.
WckmodeHneM SBIAIOTCA CIydad, KOTJa HCIOJBb30BAHHE TaKWX YTHIMT COITIACOBAHO
pyxoBoactBoMm YHUB.

Ilpu ynameHHOM ympaBieHMH cucTeMamu, Bxomsamumua B JIBC OGmmectBa, 3alperieHo
KOIMPOBaHUE HH(POPMAITUHN HA JIHIHBIC YCTPOMCTBA.

TpeboBanus no pusuyeckoi 6e30MaCHOCTH NOMeEHHH 00padoTKH HHGOpMALMH

B cirygae He06X0MMOCTH IOJIyYeHUS OCTYIIAa B MOMEIIEHHUsT 00paboTku wHpOpManuy (IIEHTPEL
00pabOTKX TaHHBIX, KPOCCOBEIE U T. II.) IPEACTABUTENSAM KOHTPAreHTa PYKOBOIUTEIb OPTraHu3aI[I
JIOIDKEH 3apaHee (He MeHee 9eM 3a 3 pabodux THS 10 IUTAaHUPYeMO#t [aThl Hadasia paboT) HAIlPaBUTh
B O0ImIecTBO MUCHMO, B KOTOPOM YKa3aTh:

IIEpeYeHb IIOMEIIEHUHI, B KOTOPBIE HEOOXOAUM JTOCTYIL, a TAK)XE COCTaB IIPOBOAUMBIX paboT;

JlaTy ¥ BpeMs Hadasa paboT, a TaKKe UX IPOIOJDKUTETLHOCTE;

CIIMCOK JIMIl, KOTOpbIM TpeOyercs noctyn B nomemenws: O.M.0., macmopTHble TaHHEIE,
JOJDKHOCTH, afpeca 3JIEKTPOHHOM TOYTH M KOHTAKTHEIE HOMepa Telne()OHOB;

CIIHMCOK TEXHHMKHM, BHOCHMOM Ha TeppuTopuio OOImecTBa: Mapka, MOJIENb, CEPHHHBIA H
UHBEHTAPHBIA HOMED. :

Hoctyn B momemeHus 00paboTKu MHGOPMAIWE JODKEH OBITH COINIacOBaH PYyKOBOACTBOM YHB
U OCYIIECTBIIATECS B COIIPOBOXKICHUN COTPYIHUKOB CITY>KOBI OXPaHEL.

Hcnone3oBanue (GOTO-, BHIEO-, ay[UO- U HHON 3aMUCHIBAIOIIEN TeXHHKH (Hampumep, (oTo-,
BUJIEOKAMED, BCTPOEHHBIX B MOOWIBHBIE TelIe()OHBI) MpPH PabOTe B MOMEMICHHIX 00paboTKH
uHpOopMaru 6e3 paspemenus YD 3amnpemieno.

Tpebopanus no ucnosp3opanuio UT-undpacrpykryper O6mecrsa

Ilpu pabore c cersio MuTepHer m3 cereit OOmiecTBa KOHTpareHTaM 3alpelleH0 CKAuMBaTh
U yCTaHABIMBATL IIPOrpaMMHOE oOeclieueHne Ha pabouwme craHmud H cepBepsl ObmecTBa
0e3 cornacoBanus ¢ YUB.

ITpu pabore ¢ ceTsro MHTEpHET ¢ BCIOMB30BaHAEM akTUBOB OOIIIeCTBa KOHTPAreHTaM 3alpeIeHo
HOCEIaTh BEO-peCypChl, HE UMEIOIIHE HETOCPEACTBEHHOTO OTHOIIEHUS K paboTe. JleaTeaIsHOCTE
KOHTPAreHToB IpH paboTe B ceTd VIHTEpHET MOXXET KOHTPOIHPOBATHCS, MPOTOKOIMPOBATECS M
NEPHOTUYECKH  IPOBEPATHCS  YIOJHOMOYEHHBIMH paboTtHukamu YUb. Hcmons3oBammue
uH(OpMAaUOHHBIX pecypcoB OOImecTBa KOHTPAreHTOM O3HAYAET COTJAaCHe C TEM, 4TO 3a €ro

ACATETIBHOCTBIO OCYIIECTBIIICTCS KOHTPOJIb.
10



3.54.

3.5.7.

3.5.8.

3.5.9.

3.5.10.

3.5.11.

3.6.

3.6.1.

3.6.3.

3.6.4.

3.6.5.

3.6.6.

[Ipu pabote ¢ cetbro MHTEpHET ¢ HCIOIB30BaHHEM aKTHBOB OOIIEeCTBa KOHTPAreHTaM 3aIlpeIeHo
IIePEChUIATh M/WIK Pa3sMeINaTh Ha BHENTHUX pecypcax (MyOmuarbix GaiioBsx cepeepax, GopyMmax
U T. 1.) KOHQHIEHIHATBHYI0 HHbopManiio OOIIecTBa, B YaCTHOCTH, CBEIEHHUS, COCTABIIIIONINC
KOMMEPYECKYIO TaiHy, IIEpCOHAIBHBIE NaHHBIE, XpaHUMbIE U oOpabarbiBaeMeie B JIBC, a Tarke
KOHTaKTHEIE NaHHEIE paboTHuKoB OOITecTBa.

IIpu pabote ¢ ceTpio MHTEpHET KOHTpareHTaM 3alpelleHo HCIOIb30BaHAE COMHUAIBHBIX CeTei,
CHCTEM MTHOBEHHOIO OOMEHa COOOIEHUAMH (MECCEHIKEPOB) U APYTHX CPENCTB KOMMYHHUKAIHAY,
IPUMEHEHHE KOTOPBIX He cornacoBaHo ¢ YUb.

[Ipu pabore ¢ HT-mrbdpactpykrypoii OOmecTBa KOHTpareHTaM 3allpelleHO HCIIOIb30BAHME
BBIUUCIIUTENBHBIX pecypcoB OOmecTBa B LEMIX MONYYEHHS TWIHON MaTePUAIbHOM BBITOMEL
HalpuMep, OCYIIECTBIIEHUE TOPIOBBIX OIepalyii, MAfHHHTA KPUIITOBAIOT | T. JI.

JlomyckaeTcs HCIOME30BaHME TOIBKO MONKIIFOUCHUS K CeTU VIHTEPHET, KOTOPOE MPENOCTaBIIeTCs
corpynaukamu YHUT. 3anpemaercd HKCIONB30BaHHE CTOPOHHHX IPOTPAMMHO-AINAPATHEIX
PEILICHMH I TOCTYyIIa K BHEIIHUM ceTsM, Hampumep, 3G-monemos, LTE-Mo1eMoB 1 T. 1.
KonTparentam 3ampermmaercs camocrtositensHO (6e3 cormacoBamus ¢ YUT um YHUB) BHOCHTH
U3MEHCHHUS B CETEBLIE HACTPOMKH CEPBEPOB M paboUmMX CTaHIUH, B YaCTHOCTH, H3MEHSTH
HacTpoiku IP-anpecos U MapIIpyTH3anuy CETEBOTO TpahHUKa.

IIpu pabore ¢ WHT-madpactpykrypoit OOImecTBa KOHTpareHTaM 3ampellaeTcs pa3MemaTh H
IepeaaBaTh YrpOXKAIOIIYI0, KIEBETHHYECKYIO, HENPHUCTOMHYI0 MH(OPMAINIO, & TaKKe JIFOOYIO
HHYXO HHQOPMAIMIO, HAPYIIAIOIIYI0 HOPMBI JEHCTBYIONIErO0 3aKOHOAATENILCTBA PoccHiicKoii
Oenepanmn. Taxke 3ampelnaercs mocemars BeG-pecypehbl, COAEPKAIIEE YKA3aHHBIE THITBD
HHPOPMAITHH.

[Ipu nepenade KoHQUASHINATBHON HHbOPMAIMH (KOMMEPIECKOM TAWHEL IIEPCOHANBHBIX JAHHBIX
H T. /I.) 4epe3 COOOMEH S 3IeKTPOHHOM [IOYTHI KOHTPareHTaM HeOOXOIUMO HCIIOIB30BaTh CPEICTRA
G poOBaHHUS.

3anperaercs mepeada IIOYTOBBIX BIOXKEHHUH, SBISIOIIMXCS UCIIOMHAEMBIME (aiiiaMu, a TaKKe
apXHBOB, COMCPIKAIIUX UCIIOTHAEMBIE Gaitibl. B yacTHOCTH, peus uaéT o daitnax ¢ paciupeHusIMy
exe, .dll, .sys, .scr, .pif, .js, .cmd, .bat, .psl u 1. I.

3ampemaercs yCTaHOBKA YCTAPEBINMX BEPCHM IIPOrPaMMHOIO OOECHEYeHHS, B OCOOSHHOCTH
Bepcuii [10, CHATBIX ¢ TONNEPXKKH IPOM3BOOUTENIEM, B TOM WYHCIE OIEPAIMOHHBIX CHCTEM.
Hckimoyenre COCTaBISIIOT CIydad, KOTZa YCTaHOBKA ONpenenéHHol Bepcuu 110 BhI3BaHA
MPOHU3BOJICTBEHHON HEOOXOTMMOCTHIO U coriiacoBana YUB.

TpeﬁoBaHmI II0 HCII0JIH30BAHUI0 CHbEMHBIX HOCHTEJNEH NOpTAaTHUBHBIX YCTPOﬁCTB

Vcrnons3oBanre KOHTpAareHTaMH CHEMHBIX HOCHTEICH HH(pOPMALMH, TAKMX KakK (ISM-KapThl,
CBEMHBIC W BHEIIHME XXeCTKUe MUckH, KapTel namsatu (SD, CF, MemoryStick u ap.), CD/DVD-
R/W, MarsMTOONTHYECKHX IUCKOB, HMOIKIIOYAEMBIX BHENIHHX YCTPOHUCTB (HOyTOyKoB, PDA,
cmapThoHOB) U 1p. npu padote ¢ UT-urdpacrpykrypoii ObImecTBa TOIKHO OBITH COTIACOBAHO
c YUB. ’

3anpermaeTcs KOMMpOBaHHE KOHGHICHIMATBHON wuH(OpMAIWH (KOMMEPYECKOH TaMHBL,
IEePCOHANBHBIX TAaHHBIX | T. J.) O0IecTBa Ha CheMHbIe HOCUTENH, IPHHAICIKAIIHE KOHTPATEHTY.
Bee HocuTenu uHQOpMAIUY B IOPTATHBHEBIE YCTPOMCTBA, BHOCHMEIE KOHTPAreHTaMI Ha 00BEKTHI
OO1mecTBa, TODKHBI OBITH YUTEHEI B CIICMUABHON KHHTE YUeTa, 4 KX BHOC OPraHM30BAH COLTIACHO
IpoIeaype, OMUCAHHOU B pazaene 3.4.

Bce HocuTenm mEbOpMaNUK U HHBIE JIEKTPOHHEIE YCTPORCTBA, MoAKIF0U9aeMble K JIBC, TODKHBI
OBITH IPOCKAHMPOBaHBI aHTUBHUPYCHBM [10 Ha mpeaMeT Haamums BpenosocHoro I10.

Bce mopratuBHBIE yCTpOHCTBA, BHOCHMBIE KOHTPAreHTaMy Ha 00heKTEl OGIIEeCTBa, HOJDKHBI IMETh
ycTaHoBIeHHOE aHTUBHPYCHOE [10 ¢ akTyanbHBIME BEPCHSIMHU aHTUBHPYCHBIX 0a3 U MPOrPaMMHBIX
MOIYJICH.

Ha Bce mopraTHBHEBIE YCTPOUCTBA, BHOCHMbIE KOHTPAareHTaMK Ha 00BeKTHl OO6INecTBa, TOJIKHEL
OBITH yCTaHOBIEHBI OOHOBIICHUS 0E30IIACHOCTH ONEPAIIMOHHBIX CHCTEM ¥ MpHKIagHoro I10.
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3.7.

372,

3.7.3.

3.7.4.

3.7.5.

3.7.6.

3.7.7.

3.7.8.

3.8.

3.8.1.

3.8.2.

Tpebosanus no ncnob30BaHMIO 00,IAYHBLIX CEPBHCOB

Mis oOmena mHbOpManuel Mexmy KOHTpareHTamd H OOMECTBOM MOTIYT HCIOJB30BATHCS
obnaunble cepBHCH, Takue Kak xpammmume NextCloud u mrardpopma Microsoft Project.
IIpencraBurensM KOHTpareHTa MOTYT OBITB CO3[QHBI JIOKATBHEIE YIETHBIE 3AIUCH B CEPBHCE
NextCloud u mpemocTaBIeH MOCTYI K JUPEKTOPHAM paboTHHKOB OOIecTBa MO COTIACOBAHUIO
C BIazebLeM nupexkropun u Y UB.

Ji opraEmWsanum JOCTyna KOHTparcHTa K OOJAYHOMY CEpBUCY pPabOTHHK IOJpa3IelIeHUs-
Kypatopa JOJDKeH cOpMHpOBaTh 3as(BKy B cHCTeMy Service Desk ¢ ykasaHmeM CleIyrONIIX
JaHHBIX [IPEACTABUTENS KOHTPAreHTa:

O .1.0;

JOJDKHOCTB;

aJipec 3JIEKTPOHHOMN MOYTEL;

KOHTaKTHBIM HOMeD TenedoHa;

CIIMICOK TIAIIOK (IMPEKTOPHIA) HIIH IIPOSKTOB, K KOTOPHIM HEOOXOIMM JOCTYII;

TpeOyeMblit ypoBEHb IIPaB IOCTYIA (TONBKO YTEHHE / YTEHHE U 3aIUCh);

OIMCAHUE JOJDKHOCTHBIX 00A3aHHOCTEH / 000CHOBaHUE HEOOXOMMMOCTH JOCTYIIA.

OOsi3aTenbHEIM  YCIOBHEM JUIL COINIACOBAHUS JOCTYNAa K OONA9HOMY CEpBHCY SBILIETCS
IpeIBapUTENbHOC IOIMHUCAHNE KOHTPAI€HTOM COITIAIIEHHUS O HepasTIIAlleHUH KOH(D U IeHIHATLHOMI
uapopmaruy (NDA) o hopme Obrmectsa, a Takke COrTIacHe cOOIONATE TPEGOBAHHS HACTOSIIErO
PermameHTa W HECTH OTBETCTBEHHOCTH B CIIyYae HApyIUEHHS (HCI/ICIIOJIHCHI/UI) MIOJIOXKCHUH
Pernamenta.

IIpu pabote ¢ 06MaYHBIME CEPBUCAMHE 3aIPEINAETCS Pa3MEIIeHHe BPEJOHOCHOTO ¥ IIOTEHIIHATBHO
omacHoro [I0 u MHBEIX MaTepraioB, HAPYIIAIOIIKX JAEHCTBYIONIEE 3aKOHOAATEILCTBO Poccuiickoit
Deneparnuu.

Ilpu pabore ¢ OONAaYHBIME CepBHCAME 3alpElIAeTCs pa3MENIeHHe IIEPCOHATNBHBIX NAHHBIX
(usHYeCcKHX JIHII, a TAKXKE MATEPUAIIOB, COIEPIKAITAX KOMMEPIECKYIO TAHHY.

3ampermaeTcs HCTIOB30BAHAE OOIAIHBIX CEPBUCOB IS [IEPEIaYH MATEPHAIIOB JIAIHOTO XapaKTepa,
¢oro-, BHIeO- WK MHOM HH(MOPMAIUH, He OTHOCAIEHCS K fesTensHocTd ObmecTsa.

B nemsix sxoHOMHE JMCKOBOTO IPOCTPAHCTBA MOJIB30BATENH MPOBOIST HEPECMOTp HH(MOPMAIHH,
HaXONIINEHCsT B WCIONb3YEMBIX HMMH JUPEKTOPUSAX OOJNAYHOTO XpaHWIWIIE, H yJAISIOT
MH(OPMAIIHIO, HOTEPSBIIYIO CBO) aKTYaIbHOCTh M YTPATHBIIYIO CBOIO IIEHHOCTD IS BBIIOHEHHUS
CIIy)KeOHBIX 3ana4. [lepecMOTp TOKeH IPOBOAUTECA HE PEXKE UM OJUH pa3 B TOJI.
[IpencraBuTensM KOHTpareHTa 3allpellaeTcs MepeiaBarh (ailibl, IMOTyYeHHbIe depe3 00IadHbIe
CEPBHCHI, JIUIIAM, HE MMEIOMIMM JOCTyIIa K COOTBETCTBYIOINECH AMPEKTOPHH HIIHM IIPOEKTY. Taxxe
3aIIpentaeTces nepeada ayTeHTHQUKANAOHHBIX TaHHBIX K 001a9HOMY CEPBHUCY TPETHUM JIUIAM.

B ciyvae usMeHeRHs JOMMKHOCTHBIX OOS3aHHOCTEH MM YBOJIBHEHNS MPEICTABUTENA KOHTPAareHTa
ero y4€THas 3alKCh B 00JJa9HOM CEPBUCE HE3aAMEUTUTENHHO OIOKUPYETCS.

TpeboBaHus 10 3aMHTE OT BPEAOHOCHOI0 IPOrPAMMHOI0 00ecIedeH st

Bce cepeepsl m paboume CTaHIME KOHTPAreHTa, ¢ KOTOPBIX OCYIIECTBISETCS HOCTYyHm K WT-
uHpacTpykType OOImecTBa, IPOU3BOMUTCS XpaHeHHe U 06paboTka NaHHBIX OOMIECTBa, a TAKKE
UHBIE CHCTEMBI, 33[CHCTBOBAHHBIE U1 BBIIOIHEHHS Pa0bOT IO JOTOBOPHBIM OO0S3aTENbLCTBAM
¢ O6mIecTBOM, HOIDKHBI OBITh OCHAINEHB! aHTUBHPYCHEM 11O.

JlomyckaeTcs HCIONB30BaHHE TOJBKO JIMIEH3HOHHBIX AHTHBHPYCHBIX CPEICTB, JIETHTHMHO
3aKyILICHHBIX y TIOCTABIIUKOB TAKKUX IPOTPAMMHBIX U IPOrpaMMHO-AMMAPaTHBIX KOMILIEKCOB.
Antusupycuoe I10, ncnons3yemMoe KOHTPareHTOM, MOJDKHO BCETa MMETh aKTyalbHBIE BEpPCHH
aHTHBUPYCHBIX 0a3 W IPOrpaMMHBIX MOAYJNeH. YCTaHOBICHHBIE 3AIATHBIE PELICHHUS MOJDKHEL
I0JTy9aTh OOHOBIEHHS U3 JOCTOBEPHBIX MCTOYHHUKOB HE PEXKE TPEX a3 B ICHb.

3arpemnaercs 9acTUIHOE MM MOJIHOE OTKIFOYeHHe aHTuBApycHOro [10 (BBIKIIOYeHHE MOIyICH,
OTKJIFOYCHHE 3aIUThI, 3aBePIICHHUE PAOOTHI IIPOTpaMMEI ¥ T. 1.). Takke 3ampernaercs n3MeHeHHe
KoHburypanuu aHTHBApycHOro IIO, WpHBOAsINEE K CHIDKEHHIO YPOBHA OOECICUCHHS
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3.8.5.

3.8.6.

3.9.

3.9.1.

3.9.3.

3.94.

3.10.

3.10.1.

3.10.2.

3.10.3.

3.10.4.

3.10.5.

3.10.6.

uH(pOpPMANHOHHOK Ge3omacHOCTH. HacTpoWKW aHTUBHUPYCHBIX pEIIeHHH OIDKHBI BKIIOYATH
OBPUCTUYECKUC U CHUTHATYPHBIE METOIBI OOHAPYKEHUS, aBTOMATHYECKOE JICUEHHUE 3apaKeHHBIX
00BEKTOB, IPOTOKOTUPOBAHUE COOLITHIA.

He pesxe ommoro pasa B Helemo JODKHO IIPOU3BOUTECS ABTOMATH3MPOBAHHOE AHTHBHPYCHOES
CKaHMPOBAHHUE BCEX CEPBEPOB U pabOUMX CTAHIUI KOHTPAreHTa.

[Ipu obHapyxenmu BpemoHocHoro 11O mmwm apyrux npusHakoB mENUAeHTa b Ha cHcremax,
HCmonb3yeMbIx B pabote ¢ JIBC ObmectBa, a Takke XpaHAMMX W 00pabaTHIBAIOIINX NAHHEIE
ObmecTBa, KOHTpareHT 00s3aH:

npouHpopmuporars YUB;

IIPEKPATHTh UCIIOTBb30BAHKE 3aPAKEHHON CHCTEMBI (OTKIIFOUUTEH KOMIIBIOTED OT CETH);
IpOMH(OPMHUPOBATE HEMOCPEICTBEHHOIO PYKOBOIUTENIA.

TpeGopanus K BHINOTHEHHIO paGoT Ha ceTeBoil HHpacTpykType O6mecTBa

Cosnanne HOBBIX CETEBBIX COCHMHEHHHN (IIOMKIIOUEHUN) MEXIy CETMEHTAMH CETH U YCTAHOBKA
ceTeBoro obopynosanus 6e3 cornacoBanus ¢ YUB 3anperena. MeTomsl CETEBOT0 B3aMMOICHCTRHSE
C BHCINHUMH CCeTAMHM JOJDKHEI OBITH coriacoBaHbl ¢ YUB w OTpakeHBI B IMPOEKTHOM, a Takxke
B paboueilt TOKyMEHTALINH.

Bce TenexoMMyHHKAaIMOHHOE 060PYIOBAHKE JOIDKHO HAXOAUTHCS B BBLICTCHHBIX 3aIAIIAEMBIX
IOMCIICHUSIX WM TEICKOMMYHHKAIIMOHHBIX IOKadax, 00OpyMOBaHHBIX B COOTBETCTBHU C
TpeboBaHusAME 1O (H3KMUecKod OesomacHocTH. Bce Hewmcmonbsyemble HHTepdeiCHBIE ITOPTHL
KOMMYHMKAIIMOHHOTO 000PYIOBAHUS JOJDKHEL OBITH OTKIIFOYEHBL.

Bce xabenu xaGenbHOM CHCTEMBI JOJDKHEI OBITH MIPOIOKEHB! B KOPoOax, (BalbIIIonax/moToIKax
WM WHBIM CIIOCOOOM, HCKITIOYAIOIIMM HX BBEIBOJ HAPYXKY. Bee KOMMYTAIlMOHHEIE TAHETH TOKHBI
OBITB PAacmoONOXEHbl B KOHTPONHPYEMbIX 3allMINAEMBIX IIOMEINEHUAX MM 3alHPACMBIX H
OILIOMOMPOBAaHHBIX MKadax.

Ha xoMMyTanMoOHHBIX HaHETSX MOJDKHA HAXOIUTHCS MAapKUpPOBKAa Kabeledl B COOTBETCTBHU
¢ TeKywled Tabiuield MONKIIOYeHHH M coenuHeHWi. TereKOMMyHHMKAalMOHHOE 000pyIOBAaHUE
JOJDKHO OBITH MPOMAapKHAPOBAHO (HAIIpEMep, HAKICHKAMH Ha TIepeHell MaHeNy) TakuM 00pasoM,
9TOOBI €0 MOXKHO OBLTO OJHO3HAYHO HICHTA(DUIMPOBATE, HAIPUMED, 10 HHBEHTAPHOMY HOMEY.

TpeGoBaHus Kk 00padoTKe MEPCOHANLHBIX JAHHBIX

llepenaga (mOCTYI) MEPCOHATBHBIX [AaHHBIX OCYINECTBISETCA B IIOPSAIKE, YCTAHOBICHHOM
BHYTPCHHHMH JOKyMeHTamHu OOInecTBa, B COOTBETCTBHH C NEHCTBYIOIIUM 3aKOHOLATEIHCTBOM,
PErIaMEHTUPYIOIIAM 00PabOTKy MEPCOHATBHBIX JAHHbIX.

JocTyn K crucTeMaM, COIEPIKAIIIM IIEPCOHABHBIE NAHHBIE, IPETOCTABISETCS II0 COTNACOBAHUIO C
pabOTHHKOM, OTBETCTBEHHBIM 3a JaHHYIO cucTeMy, U YUB. 3ampoc mocTyma OCyIIecTBIIETCS
IOyTEM HaIpaBIICHUS 3asBKH 4depe3 cucTeMy Service Desk wmmm cmyxeGHOM 3ammcku B COJI
DIRECTUM ot pabotruka O6mecTBa, OTBETCTBEHHOTO 32 B3aUMOJIEHCTBHE ¢ KOHTPAreHTOM.
Jloctynm x cECTeMaM, COREpIKAINUM IIePCOHAIBHBIE NaHHBIE, IIPENOCTABIIETCI B COOTBETCTBHH
C IPUHIUIIOM MWHUMAIbHBIX IMPUBHIECIHA (OTCYTCTBHEM H30BITOYHOCTH TpPaB JOCTYIIA) IPU
HAJTMYUU MOTHBHPOBAHHOIO 060cHOBaHMS. OOOCHOBaHME JOCTYIA JODKHO BKIFOYATH OIMCAHUE
NOCTABJICHHOM 3a7ja4l, €€ PEryJLIPHOCTD, a TAKXKE MPECieayeMbIe IIEIH.

3anpermaercss KONMPOBAHME HM3OBITOYHBIX [T PELICHHUs BBHIIONHAEMON 3a[auM NEPCOHAIBHEIX
JIAHHBIX B JIOKATbHBIE XPaHUIUINA (HOCHTEIH HHGOpMAIHH).

Ilocne oxoHdamwWss pPabOTEI CO CKONHPOBAHHBIMH I€PCOHATBHBIMA JAHHBEIME (THOO IpH
IPHOCTAHOBKE PabOTHI HA ANIUTEIBHBIA CPOK) CKOMMPOBAHHBIE TAHHBIE JODKHEI OBITH YIATCHBI 13
JIOKaJIbHOT'O XPaHUIHIIIA.

3anpermaercs XpaHeHHe U 00pabOTKa MEPCOHANBHBIX NAaHHBIX M3 CHCTEM, BXOIAIMX B WT-
uHppacTpykTypy O6ImecTBa, Ha CHCTEMEL, He mpuHaekamue OOIIeCTBY, B TOM JHCIIe Ha IMIHBIE
HOCHUTENH MHPOPMAIUY U 0OJavHble CEPBUCHI, 38 MCKIIOYEHHEM CIIydaeB, COTNIacOBaHHBX YVIB,
KOTI'JIa TAaKKE CEPBUCEI COOTBETCTBYIOT TPEOOBAHUSIM 3aKOHOIATEILCTBA.



3.10.7. 3anpemaeTcs HIMIOPT HEPCOHATBHBIX JAHHBIX B IPyTHE CHCTEMBI 6e3 cornacoranus YUB, a Takxke
BJIaJIeNIbI[a aKTHBA, B KOTOPOM XPaHATCS B 00pabaThIBAIOTCS TaHHBIE HA TEKYIIMHA MOMEHT.

3.10.8. 3ampentaeTcs 310yIOTPeOISITE BOSMOKHOCTBEO JOCTYIIA K IEPCOHAIBHBIM JAHHBIM U HCIIONB30BaTh
UX B IMYHBIX [eIX. B cinyyae oOpamenns TpeTbUX JHUII ¢ TPOCEOAMH O JOCTYIIE K IIEPCOHATHHBIM
JaHHBIM HeoOxoauMo npouHdopmuposats YUB.
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[Ipunoxenwue

K Permamenty ucnomnb3oBanus
FH(QOPMAITMOHHBIX PECYPCOB
000 «Amyp Munepaicy

Orosopka s BKmodeHus B foroBopsl OO0 «Amyp Murepaicy!':

Hcnonaurens® o6s3aH BHITONHATE TPeOOBAHMS PermaMeHTa HCMONb30BAHHS HHQOPMAHOHHEIX
pecypcoB OOO «Amyp Munepancy (mamee — PeryiaMeHT), pasMemeHHOro Ha O(HIHATBHOM caiiTe
3akazumka’: https://amurminerals.ru/. CropoHEI pyKOBOICTBYIOTCS peiaKiueit Pernamenra, fefcTByromeit
Ha MOMEHT 3aKto4YeHus Jlorosopa / JOMONTHUTEILHOTO Coramenus K Jlorosopy*.

IonmvckiBas HacTOAImIMIA JOroBOp (cornarnenue), ICIoMHATENb TOATBEPKIACT, YTO 03HAKOMEICS ¢
TeKCTOM PermameHTta MONHOCTBIO, IPEHAMAaeT Ha cebs 00S3aTenbeTBa, KOTOPBIE OTHOCSTCS K
00s13aTeNbCTBAM KOHTPAreHTa B COOTBETCTBUM ¢ Permamentom. Takske VICIONHATENs IOATBEPIKAAET, UTO
COrJIaceH C YCIOBHSAMH OO0 OTBETCTBEHHOCTH, MPEAYyCMOTPEHHBLIMH PernaMeHTOM, CYHTaeT uX
COpasMEpHBIMH U HE HapPYINAOLIMMHE €T0 IIPaBa U 3aKOHHbBIE HHTEPECHL.

B ciydae mapymenus Vcnonaurtenem o6s3aHHOCTEH, IPeqyCMOTPEHHBIX PeriaMeHToM, 3aKasdauk
BIIPaBE IPUMECHUTH K VICIIONHKUTENIO OTBETCTBEHHOCT, YCTAHOBIEHHYIO PermaMeHToM.

! Hacrosimmast oroBopka o6s3aTeNbHa [T BKIIOUCHUS BO BCE JOTOBOPEI, @ TAakkKe B COINAMIECHHI O KOHQHICHIHAILHOCTH,
CTOPOHOM KOTOPBIX sBIIeTCS OOMECTBO ¢ OrpaHHYEHHON OTBETCTBEHHOCTHIO «AMyp Musepascy. JIOroBOpSI, COrNAIICHHS,
3aKJFOYEHHBIE IO HaYana AeHCTBIs PeriamMenta, T0/KHbI OBITH TOTIONHEHBI yKa3aHHON OrOBOPKOM MOCPENCTBOM 3aKIFOYCHHAS
OTHENPHOTO TOTOIHUTENBHOTO COTTAIICHHUS MU IPX OpOPMIIEHIH 0Y€PETHOTO TOTIONHATENFHOIO COTTAMICHNS K TOTOBODY.

? HanMeHOBaHMe KOHTPAreHTa MPUBOIUTCS TAK, KaK YKa3aHo B IOTOBOpE (MCHONHUTEIb, IOAPSIIHK, MOCTABIIUK H T. I1.).

* HanveHoBanue O6MmecTBa MPUBOTUTCS TAK, KAK YKa3aHo B JOrOBOpE (3aKa3yuK, MOKYMATENb U T. I1.). '

* CrnemyeT ykasats JIOroBOp WM JOIOJHUTENHHOE COTANICHHE K Joroeopy B 3aBHCHMOCTH OT TOTO, B KaKOM HOKyMEHT
BKJIFOUYEHA OTOBOPKA. ‘
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JIuer perucrpanun usmMeHeHuii

Homep
HM3MEHEHHSA

Homep
pa3neiia

Homep
CTPAHUIIBI

Jara BBenenns
H3MeHEeHHA

Ioanucn
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